13a Blog Thirteen A, DPIAs part two, life gets easier!
Part 2

Well if you’ve read my Blog on DPIAs you’re probably in a reasonable mood. The good news is it gets better.

Good news 5 days before GDPR, huzzah!

Yes indeedy, good news. My main take home message from Blog 13 was to nay say the doom merchants predicting that DPOs and practices were going to be spending hours and hours pouring over DPIAs on the minutiae of the minutiae of the next bit of routine processing they do, let alone anything substantial or new.

So what’s changed?

Well that message just got a bit stronger, DPIA consultations with the ICO are even less likely to be needed.
Its those Brussels boffins again

As indicated elsewhere the legal eagles that actually write this stuff in Brussels have a certain way with words, on one occasion its been frankly wrong, where an “and” should have been an “or”. Other times its obtuse, others simply confusing.

One of those areas is the threshold for consulting the ICO on your DPIA.

Blog 13 made the point that according to Article 35 there are two thresholds that needed to be met before you had to consult with the ICO; firstly, was the processing involving special category data (almost always a Yes for GPs) and secondly was it “on a large scale”, a Yes for some of the super partnerships like Modality etc.

But Recital 84

The recital that is the prelude to the actual Article of the Law is Recital 84 which reads; “…………..Where a data-protection impact assessment indicates that processing operations involve a high risk which the controller cannot mitigate by appropriate measures in terms of available technology and costs of implementation, a consultation of the supervisory authority should take place prior to the processing.”
Which is fair enough, common sense.

You have a bright idea, you do a DPIA, it says high risk, you apply mitigations, and if after those mitigations are applied, the risk disappears, you don’t need to consult the higher authority, the ICO.

So GDPR expects you to try to reduce risk, if you can’t, consult.

As I said fair enough

(Please did you notice that one of the specific mitigations mentioned in Recital 84 is the “costs of implementation (of any mitigation)”, i.e. we’d like to have Cray level crypto on each LAN connection but we can’t afford it.)
So whats the the problem?

Well the problems stem from actual Article rather than the Recital. 
Article 36 reads; “The controller shall consult the supervisory authority prior to processing where a data protection impact assessment under Article 35 indicates that the processing would result in a high risk in the absence of measures taken by the controller to mitigate the risk.”
Now quite a few people have had problems getting their heads around that.

Lets dissect line by line

The controller shall consult the supervisory authority
That’s the ICO in the UK, understood, we need to seek advice

prior to processing 
understood, so we have to do this before we can start processing

where a data protection impact assessment under Article 35
understood, OK so this arises from our having done a DPIA according to Article 35 and Blog 13.

indicates that the processing would result in a high risk
Ok, again understood, the Article 35 and Blog 13 DPIA’s conclusion is that the risk will be high

in the absence of measures taken by the controller to mitigate the risk.

And here’s the problem. 

“in the absence of measures taken by the controller to mitigate the risk.”
So, we have a DPIA that says it’s a high risk, we absence the mitigations, its obviously remains a high risk therefore we must consult.

But surely that simply means every high risk resulting DPIA needs a consultation? So why have the words “in the absence of measures taken by the controller to mitigate the risk.”
You have a high risk DPIA, you cannot mitigate, so consult. 
Alternatively, you have a high risk DPIA, you can mitigate, but “in the absence of those mitigations” i.e. if you take them away, hey presto you are back at high risk again. 
To many, as worded it means either way you consult.

But apparently not.

It may well be that the ICO, who only has a measly 1/10th of the budget of something like, say CQC, but who must regulate orders of magnitude more entities, could see an avalanche of DPIAs coming over the horizon.

Indeed, many have been interpreting Article 36 in that way. I myself was pondering the exact meaning of the logic of Article 36 (1) but as luck has it the ICO herself has instead become the cavalry coming over the horizon.

Article 36(1) is apparently meant to be read in a different way. 

What it is meant to say is that if you have a hot potato high risk DPIA which remains hot potato and high risk DESPITE your mitigations, then you consult.

If alternatively,

you have a hot potato high risk DPIA which your mitigations turn into a rather limp coleslaw, then no need to consult.

Phew!

But why doesn’t Article 36 just say that?

Good question but who’s going to argue? 
The Recital says it clearly enough and if the EU Working Party and the ICO in the UK say that’s how it is to be interpreted I’m all for that.

The net result is that there is now a further threshold that needs to be met before an official DPIA consultation with the ICO is necessary, the new enhanced and clarified sequence is;
· Is it special category data

· Is it large scale

· Is the assessment high risk

· Can we mitigate

· Yes – no consultation

or

· No –  don’t process and consult the ICO.

What’s the bottom line?

The bottom line is that there are now going to be even fewer examples were NHS practices will need to be submitting formal DPIA consultations to the ICO. Take my example from Blog 13 and re-run it against this new interpretation of Article 36;

So a practice with 12,000active patients moving from one supplier to another, a system change under GPSoC. That’s a barn door “at large scale”; in theory you are considering moving every single patient record you have held, ever, active and dormant. Its also a barn door high risk activity; if you get it wrong then you risk the health care of all of your patients. That’s a DPIA submission open and shut case. 

Test that assessment against the new threshold. GPSoC has years of skilled expert input into practice migrations, there have been thousands of migrations from system to system, the process is fully understood and has been professionally risk assessed and assured under the auspice of the JGPCIT Committee of the RCGP and GPC and supported by the NHS in the form of the IA, NPfIT, CfH, HSCIC and now NHS Digital. My own practice has been through 3 system changes. In other words, there are thoroughly worked out, understood and reliable mitigations in place for system changes.

Scrub that ICO consultation, none necessary.

Well that is a bit of welcome news.
Indeed. And the ICO has it all confirmed on their web site where it says in relation to DPIAs (verbatim);

“You can use or adapt our sample DPIA template, or create your own. If you want to create your own, you may want to refer to the European guidelines which set out Criteria for an acceptable DPIA.
Do we need to consult the ICO?

You don’t need to send every DPIA to the ICO and we expect the percentage sent to us to be small. But you must consult the ICO if your DPIA identifies a high risk and you cannot take measures to reduce that risk. You cannot begin the processing until you have consulted us.

If you want your project to proceed effectively then investing time in producing a comprehensive DPIA may prevent any delays later, if you have to consult with the ICO.

You need to complete our online form and submit a copy of your DPIA.

Once we have the information we need, we will generally respond within eight weeks (although we can extend this by a further six weeks in complex cases).

We will provide you with a written response advising you whether the risks are acceptable, or whether you need to take further action. In some cases we may advise you not to carry out the processing because we consider it would be in breach of the GDPR. In appropriate cases we may issue a formal warning or take action to ban the processing altogether.”
Remember everything else from Blog 13 still applies, thinking DPIA, documenting things, reviewing and revising, being data protection alert, how to do the DPIA, they all still apply but the end result will be fewer DPIAs resulting in the need for consultation with the ICO. And that is to be welcomed.

Enjoy the week.
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