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Encryption of Cremation Form 4 using Egress
Guidance for Funeral Directors

Background

Since the start of the Covid19 pandemic and the changes introduced by the Coronavirus Act
2020 it has become normal practice to complete an electronic version of Cremation Form 4 and
email it to the Funeral Director.

Legal requirement for Cremation From 4 to be completed by a Registered Medical Practitioner,
and therefore cannot be delegated to a non-doctor to complete.

The completed form must be signed, which can be by either using an electronic signature, or by
attaching a scanned signature.

Concerns have been raised as some practices have been sending the completed form
unencrypted via an unsecure email link, and that some Funeral Directors have refused to accept
encrypted emails. In both of these scenarios there is a risk that a breach of data protection
regulations may occur.

LLR LMC has worked in conjunction with the Senior Coroners, Funeral Directors, Medical
Registrars, and CCGs to develop this guidance.

Information Governance

The core information contained in the form relates to a deceased person. Although this means
that the General Data Protection Regulations (GDPR) and the Data Protection Act 2018
(DPA2018) do not apply there are still requirements to comply with the Common Law Duty of
Confidentiality (CLDoC).

The replies to Questions 14 and 15 of the form may frequently include personal information
about living data subjects, and this data is subject to GDPR/DPA2018.

Solution

It has been agreed that general practices will send completed Cremation Form 4s using NHSmail
(nhs.net) in an encrypted format to funeral directors.

Encryption is applied to an NHSmail email using the embedded Egress system by adding
“[Secure]” to the subject line:

To.. funeral.director@anywhere.net

B
Subject Cem Form 4 [Seglre]

Dear Sir/Madam

If a funeral director refuses to accept an encrypted email, then we expect them to arrange to
collect a copy from the GP surgery.



4. How to open an encrypted document using Egress
4.1 You will receive am email looking like:

You have received a new NHSmail secure email from

Hundred Acre Surgery (HundredAcre.Surgery@nhs.net)

Open secure email

If you have any problems opening the link you can also view the email by visiting
https:/ireader.nhs.net/ and entering the following code:

aa9c80c5495039d7f37a91bc9d4f6e78

Always check the links before you click and check the browser address bar for the
padiock icon.

Information and technology
for better health and care

Open secure em:

4.2 To open, click on the blue box: (if this does not work go to https://reader.nhs.net
and enter the long code contained in the email).

4.3 You will be taken to a webpage:

« c o @ & hiepsy//switch.egress.com/ui/signinaspy s & v LN @o e =

& BgI’ESS Authentication

Create an Egress account. It's free.

& egress ...

Previously <7
Forgot Your Password?

To access the secure message G-201126-161444 Reset your Egress password.
please sign in with your Egress ID.

What Is Egress?

If you do not have an Egress ID, free. This

will only take a minute and will be required once. Learn more about Egress.
Egress ID: ‘ | why Change To Egress?
Password: ‘ ‘ Find out what it means For you.

] Remembermy Egress I
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4.4 If you already have an account, enter your Egress ID and password. If you have not used it
before click on the “New User?” tab on the right, and you will be taken to a screen to sign up to
Egress which is free to use:

<«

c e ©

hegresscom [ 6%

[
[
Lse name:- I
[
Country: I

Sign Up

) Tosionup for a free user account. please compiete each part below:

Emal (Egress (D)

Firstname:

Phane number:

United Kingcom

O

) choose 2 strong password to prosect your idendty:

Passworc ‘

Confirm passward: ‘ |

Question 1 [Whatwas the nare of your Frst Frianc? ~]

Answer #1- [ |

Question #2, [ wihere dic youspend your honeymaem: ~]
|

Answer #2- [

dlicking “Create Account” below,

IF the emai

your

L]t ocoptthe fres o s

4.5 Keep a note of the Egress ID and Password for future use.

4.6 You will now see the unencrypted email with the attached Cremation Form 4:

&

¢ @

& https://reader.nhs.net/p/2FFT73107

Haome

Compose

Drafts

Recently Received
Recently Sent @)

Settings

Help

High contrast

From Hundred Acre Surgery (HundredAcre.Surgery@nhs.net)

Funeral.Director@anvwhere.net

Friday, Nevember 27,2020 1:38 PM

[ cremation-Form-4-medical-certificate.odf (157 k&)

Dear Sir/Madam
Please find attached completed Cremation Form 4 from Dr Kanga.
Yours faithfully

Admin Assistant
Hundred Acre Surgery

LLR LMC
January 2021



